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Security by Design
myth reality



Security by Design is a vendors‘ problem.
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Security by Design is a vendors‘ problem.
a common problem of vendors 
and asset owners



Make security by design a reality.
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MODEL

Model-based security by design



Security by design is done by
following secure-by-design-principles.



Marco Joost, Security by Design in Information System Research: A Systematic Literature Research (Bachelor’s thesis, 2023)



Security by design is done by
following secure-by-design principles.

making (explicit) security decisions during design



https://www.gf5tees.com/products/william-shakespeare-hamlet-no-quote-mens-cotton-poly-tee
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Make security by design a reality.



MODEL DECIDE
shape your model make your decisions

Security by design decisions workflow



ELIMINATE 
FUNCTION



CHOOSE 
PROTOCOL



CONFIGURE 
FUNCTION 
COMPONENTS



LANDMARK 
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How can changes to the function be 
made?

How is resiliency of the function 
ensured in case of an attack?

How should humans interact with the 
function?

…



Security by design decision types
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Security by design decision types
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Integration of security into engineering workflow
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Integration of security into engineering workflow



Security by Design is successful if after the design 
no vulnerabilities emerge.



Security by Design is successful if after the design
no vulnerabilities emerge.

all security decisions are traceable by third parties.



Security decisions 
must leave traces



Make security by design a reality.



Reasons for a security decision

Risk-based Goal-based Compliance-
based

Functional requirement or 
restriction



High Consequence Events



Attack points

Attack scenarios



Attack scenario: 
Malicious change of PLC logic
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Attack scenario: 
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Reasons for a security decision

Risk-based Goal-based Compliance-
based

Functional requirement or 
restriction



Security Goals



Reasons for a security decision

Risk-based Goal-based Compliance-
based

Functional requirement or 
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…is a vendors‘ problem.
a common problem of vendors and asset owners.

…is done by following secure by design principles.
making explicit security decisions during design.

… is successful if after design no vulnerabilites emerge.
all security decisions are traceable by 

third parties.



LinkedIn: linkedin.com/in/sarah-fluchs

Blog: fluchsfriction.medium.com

Security by design project „IDEAS“: admeritia.de/ideas 

Make security by design a reality.

MODEL DECIDE


