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Myth 1

Security by Design is a vendors’ problem.
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Reality

Security by Design is .
a common problem of vendors
dand dsset owners









Function library

Select all functions that apply to your scope

Q, Search

F037 Remote maintenance
Engineering € 0 3 8

F072 Collection of sensor values and transfer to PLC
Basis automation ¥ 0 ¢} 6

FO73 Physically change process (actuation)
Administration € 0 < 0

FO75 Test and debug PLC logic
Engineering € 0 % 0

FO76 Force PLC outputs
Control system 03 o

F078 Change operating modes
Control system 0o

F084 Sensor calibration
Engineering € 0 %3 0

F072 Collection of sensor values and transfer to PLC

L]
“a

field device communication

field device communication




Function library F020 Operate and Observe

Select all functions that apply to your scope

Q. Search

F020 Operate and Observe

) O
Control system 08 Operator Station Eeer
(Control
£ FO21 Video observation of process Room)
Control system 00

[proprietary protocol]

Bd F022 Offline data analysis
Cloud € 0 S8 0 Control Server

£ FO30 Bridge PLC values from control system
Engineering ® 0 % 0

+ [proprietary protocol]
X FO31 Engineering of APC -
Engineering ® 0 % 0

L]
“a

B F032 Engineering of PLC logic
Engineering ® 0 S} 8

Pd F033
Integration of field device / PLC into control system
Engineering ® 0 % 0



Function library F150 Collection of process information
Select all functions that apply to your scope

Q Sea rch X

6 FO11 Advanced Process Control ; :
. . Process Data Historian
Basis automation ~ % 0 3 0

B F021 Video observation of process

Control system & 0So | [ﬁle transfer] |

£ FO73 Physically change process (actuation)

Control Server
Administration € 0 5% 0

£ FO85 Alarm for critical process values

Control system oo [synchronization]

F150 Collection of process information
Control system 0S8

L]
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Function library

Select all functions that apply to your scope

Q  Search

£ FO30 Bridge PLC values from control system
Engineering ¥ 0 % 0

B% FO31 Engineering of APC
Engineering ¥ 0 %} 0

F032 Engineering of PLC logic
Engineering € 0 3 8

Bd F033

Integration of field device / PLC into control system

Engineering € 0 8 0

Bid F034 Optimization / loop tuning of control function
Engineering ¥ 0 S 0

i FO35 Configure sensors and actuators
Engineering ¥ 0 5 0

B F036 Engineering of safety PLC logic
Engineering ¥ 0 5 0

F032 Engineering of PLC logic

"
“a

Portable Programming

Device

[proprietary protocol]

E eer
(Field) -



Function library F006 Malware signature distribution

Select all functions that apply to your scope

Q  Search

FO06 Malware signature distribution Antivirus Server
Security function & 0 3 4

Bd FOO7 Pasword management

synchronization synchronization
Security function & 0 < 0

3 F008 Software distribution Engineering Station [synchronization] Operator Station
Administration € 0 %3 0

B FO09 Certificate management / PKI
Security function €% 0 %3 0

— Office PC

B FO10 Centralized user and access management

Administration € 0 3 0 ®
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“a

& FO11 Advanced Process Control
Basis automation € 0 3 0

B FO12 Safety function
Basis automation € 0 3 6



Function library

Select all functions that apply to your scope

Q  Search

B0 F033

Integration of field device / PLC into control system
Engineering € 0 % 0

B FO34 Optimization / loop tuning of control function
Engineering ¥ 0 5 0

B FO35 Configure sensors and actuators
Engineering ¥ 0 5 0

B F036 Engineering of safety PLC logic
Engineering € 0 S 0

F037 Remote maintenance
Engineering € 0 3 8

& FO72 Collection of sensor values and transfer to PLC

Basis automation %P 0 % 6

£ FO73 Physically change process (actuation)
Administration € 0 %3 0

F037 Remote maintenance

L}
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Remote Maintenance Client

[proprietary protocol]

Control Server

[proprietary protocol]

Sg;Pce

Provider



Internet Remote Maintenance Client O
Se[;]ce

| Provider

Printer I ‘ Office Network ‘ ‘ Office PC
Operator Station
' Control System Network

O
E@eer
Engineering Station (Control
Control Server  Room)
PLC Network
- O
Portable Programming ~
Device ¢ r;dirﬁeer
(Field)

Field Bus




F037 Remote maintenance

Printer l

Safety shutdown '

Internet

Office Network

L o IO
(."f ce o

Control System Network

PLC Network

Flow sensor

Pump

Remote Maintenance Client [_O_‘

Service
Provider
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Myth 2

Security by design is done by
following secure-by-design-principles.
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Reality

Security by design is done by
ol R . S

making (explicit) security decisions during design



To quote HAMLET

Act HI, Scemedlll, Line 92

CCNO 2y

https://www.gf5tees.com/products/william-shakespeare-hamlet-no-quote-mens-cotton-poly-tee
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F150 Collection of process information

CHOOSE
PROTOCOL

Process Data Historian

[synchronization]




CONFIGURE
FUNCTION

~ead.

COMPONI

CENTS

F032 Engineering of PLC logic

)

Portable Programming e .
Device -~ Endiheer
(Field) -
- )
- el i
- & SP053 Port locking Wip
O N

5} SP077 Read protection of PLC code
55 SP093 Key switch for change of operating modes

%55 SP096 Update of PLC logic during operations

) SP109 Manual operation




F032 Engineering of PLC logic

LANDMARK
DECISIONS

& Portable Programming
Device

. How can changes to the function be
’ made?

) SP053 Port locking

 How is resiliency of the function
’ ensured in case of an attack?

| %5 SP109 Manual operation L O

How should humans interact with the
’ function?

| 55 SP093 Key switch for change of operating modes k




F037. Remote maintenance

Function Process Data Historian
decisions

CONFIGURE FUNCTION
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Security be.‘sigﬁ“cision types
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ADD SECURITY
COMPONENTS
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Remote Maintenance Client EQ]
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F u n ct i o n F037.Remote r.naintenance
decisions

Control Server
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F037. Remote maintenance

Function | Process Data Historian
decisions
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Failure effect analysis
Specification
Image presets for PLCs
Test plan
P&I diagram
Faceplates
Case—Effect list
PLC logic —
Interface tag list

Process control tag list
System architecture planning

Control system logic

]

il

System handbook
Typicals (PLCs)
Typicals (control system)
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Myth 3

Security by Design is successful if after the design
no vulnerabilities emerge.



Reality

Security by Design is successful if after the design

no-vutnerabilities-emerge.

all security decisions are tracedble bg third parties.









Reasons for a securlty decision



HCEOQO2 Safety
shutdown does not
work in case of request

VPN Gateway

Internet

Antivirus Server

Firewall Internet

Printer

Office Network

Office PC

Firewall IT/ OT

Process Data Historian

PLC Network (Safety)

Safety PLC

Field Bus (Safety)

Control System Network

Operator Station

PLC Network

Engineering Station

Field Bus

Portable Programming
Device E

Remote Maintenance Client [—Q] \

Senvice
Provider

/

' P 4

High Consequence Events

O
p==Engineer
(Control
Room)

o

r;gjiheer

(Field)

HCEO0O01 Reactor explodes

HCEO003 Pump breaks



F032 Engineering of PLC logic

Function Diagram Security Decision Diagram Attack Diagram

Attack scenarios

EOO09 PLC

Attack points

Portable Programming

%5 SP053 Port locking

! None Device

%5 SP077 Read protection of PLC code
! No protection

%) SP093 Key switch for change of operating modes
! None

[proprietary protocoIJ

! Software switch

55 SP096 Update of PLC logic during operations
! Enabled

%5 SP109 Manual operation
! Not possible




F032 Engineering of PLC logic

Function Diagram Security Decision Diagram Attack Diagram
Attack scenario: Attack scenarios
Malicious change of PLC logic
B 120108 nitial Access: T0865 ]
Spearphishing Attachment v o

E006 Engineer (Field)

Portable Programming

Device

[proprietary protocol]

High Consequence Events

ﬁ HCEOO01 Reactor explodes




F032 Engineering of PLC logic

Function Diagram Security Decision Diagram Attack Diagram

Attack scenario: Attack scenarios

Malicious change of PLC logic

o TA0108 Initial Access: T0865 @
Spearphishing Attachment v o

E006 Engineer (Field)

2 Portable Programming

a TAO0109 Lateral Movement: T0891 @ 1t Device

Hardcoded Credentials v @

@ E008 Portable Programming Device

! SP046 Logging of authentication events: Disabled

! SP018 Password storage: Clear text in file

[proprietary protocol}

High Consequence Events

ﬁ HCEOO01 Reactor explodes




F032 Engineering of PLC logic

Function Diagram Security Decision Diagram Attack Diagram

Attack scenario: Attack scenarios
Malicious change of PLC logic

o TA0108 Initial Access: T0865 @
Spearphishing Attachment v o

E006 Engineer (Field)

2 Portable Programming

a TA0109 Lateral Movement: T0891 & 71

Device
Hardcoded Credentials v @

@ E008 Portable Programming Device

! SP046 Logging of authentication events: Disabled

! SP018 Password storage: Clear text in file

[proprietary protocoIJ
E) 120105 Impact: T0831 Manipulation & ‘
of Control o

@ EO09PLC

! SP096 Update of PLC logic during operations: Enabled

High Consequence Events

ﬁ HCEOO01 Reactor explodes




F032 Engineering of PLC logic

Function Diagram Security Decision Diagram Attack Diagram

Attack scenario:
Malicious change of PLC logic

o TA0108 Initial Access: T0865 @
Spearphishing Attachment v o

E006 Engineer (Field)

a TA0109 Lateral Movement: T0891 & 1
Hardcoded Credentials N i

@ E008 Portable Programming Device

! SP046 Logging of authentication events: Disabled
! SP018 Password storage: Clear text in file

a TAO105 Impact: T0831 Manipulation @ 1
of Control o

@ EO09PLC

! SP096 Update of PLC logic during operations: Enabled

High Consequence Events

ﬁ HCEOQO01 Reactor explodes

VPN Gateway

B w

Antivirus Server

Field Bus (Safety)

Safety shutdown

Internet

I Attack scenarios

Firewall Internet

S S

Firewall IT/OT

Control System Network

) I cpgineer

4 Cantro

.H ' Room)

PLC Netwark

Fiald Bus

Flow sensor

1 ‘ Pump

| Il

0
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Reasons for a security decision
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Security Goals

= SG001
Portable programming device can only be used by authorized personnel

= SG002
Integrity of safety shutdown logic

- SG003
Control system components can only be accessed read-only from external networks

= SG004
Pump always stays within safe operating range
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Reasons for a security decision
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F032 Engineering of PLC logic

Function Diagram Security Decision Diagram Attack Diagram
internet Remote Maintenance Client Q.
§
Sexvice
l Provider
QRN Rt remon by s
| Office Network Office FC
Printer j_
Firewall IT/OT
B
Control Server

| PLC Neswork (Safety) | PLC Netwark

| Field Bus (Safety) | Field Bus

it B et Wl ey




F032 Engineering of PLC logic E) 120105 Impact: T0831 Manipulation & "

of Control o

@ E009 PLC

ion Diagram Security Decision Diagram ¥ sP096 Update of PLC logic during operations: Enabled

Decision

€ SP096 Update of PLC logic during operations [ Security Goals q ’

© Disabled

. 3 B
onsequence Events Cenarios | | m Standards?

Enabled Q4

Poriaoie Programming
Device - E

Rationale
eer
(Field) -

[ Goal-based decision

[1] Compliance-based decision

3\4; Risk-based decision
' roprietary protocol]

4 ASCO001 Malicious change of PLC logic

¥ HCEOD1 Reactor explodes Z - 5 . .
JE—
¥ HCEOO3 Pump breaks pLC

GfB Decision driven by functional
requirement or restriction



F032 Engineering of PLC logic

ion Diagram Security Decision Diagram Attack Diagram

Decision

€ SP096 Update of PLC logic during operations

Disabled

= Security Goalsq ’ ¢ High Consequence Events? ‘ éﬁ Attack Scenarios? ‘ AR standard ?

© Enabled

Portable Programming
Device

Rationale
[ Goal-based decision

[J] Compliance-based decision

Mz Risk-based decision

f Decision driven by functional
requirement or restriction




Security by Design...

...1s avendors' problem-

a common problem of vendors and asset owners.

...Is done by foellewingsecureby-designprineiples:

making explicit security decisions during design.

.. 1Is successful if after design re~vHnrerabiites-emerge-

all security decisions dre tracedble bj

third parties.
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